Kika Il HTTP & HTTPS

Verktyg och strategier for att kika
i HTTP och HTTPS trafik pa protokollniva
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Vad ar HTTP & HTTPS

« HTTP, MIME liknande, text
» Oppen standard, W3C
e HTTP/1.1 1998

« HTTPS, HTTP inkapslat | SSL/TLS, egen port.
start_tls anvands inte
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Metoder att komma at trafiken

» Natverkstrafik, t.ex. Tcpdump, wireshark
* Proxy server. Squid, mitmproxy

* Plugin | webblasare, firebug
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HTTPS

» Krypterad trafik

* Browser plugin -> OK

* Natverksanalysatorer -> Problem
* Proxyserver -> Problem

» wireshark, ssldump -> RSA nyckel, kanske

* Proxyserver SSL Man in the middle -> OK med
CA certifikat
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Tcpdump, ngrep

« Valdigt lag niva, enskilda paket
* TidsOdande

« SSL/TLS glom det

« Ngrep, innehallsorienterad, text
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Tcpdump exempel

17:30:13.013867 IP 130.229.158.174.46886 > 195.20.207.177.http: Flags [P.], seq
1:395, ack 1, win 115, options [nop,nop,TS val 3456774 ecr 2484994958], length 394

Ox0000: 4500 O0lbe afe9 4000 4006 d4f6 82e5 9eae E..... @.Q.......
0x0010: c314 cfbl b726 0050 Ob50 10e7 daz26 63f1 ..... &.P.P...&c.
Ox0020: 8018 0073 0699 0000 0101 080a 0034 bfe6 ...s......... 4.

0x0030: 941le 038e 4745 5420 2120 4854 5450 2f31 .GET./. HTTP/1

0x0040: 2e31 0d0a 486f 7374 3a20 7777 772e 6865 1 .Host:.www.he
Ox0050: 6e72 696b b6ebf 7264 7374 726f 6d2e 6e65 nriknordstrom.ne
Ox0060: 740d 0a55 7365 722d 4167 656e 743a 204d t..User-Agent:.M
Ox0070: 6f7a 696¢C 6C61 2f35 230 2028 5831 313b o0zilla/5.0.(X11;
Ox0080: 2055 3b20 4c69 6e75 7820 7838 365f 3634 .U;.Linux.x86 64
0x0090: 3b20 656e 2d55 533b 2072 763a 312e 392e ;.en-US;.rv:1.9.
Ox00a0: 322e 3133 2920 4765 636b 6f2f 3230 3131 2.13).Gecko/2011
Ox00b0O: 3031 3033 2046 6564 6f72 612f 332e 362¢ 0103.Fedora/3.6.
Ox00cO: 3133 2d31 2e66 6331 3420 4669 7265 666f 13-1.fcl4.Firefo
0x00d0: 782f 332e 362e 3133 0dOa 4163 6365 7074 x/3.6.13..Accept
Ox00e0: 3a20 7465 7874 2f68 746d 6c2c 6170 706Cc :.text/html,appl
Ox00fO: 6963 6174 696 6e2f 7868 746d 6C2b 786d ication/xhtml+xm
Ox0100: 6c2c 6170 706¢Cc 6963 6174 696f 6e€2f 786d 1,application/xm
0x0110: 6c¢3b 713d 302e 392c 2a2f 2a3b 713d 302e 1;0=0.9,*/*;q=0.
0x0120: 380d 0ad4l 6363 6570 742d 4c61 6e67 7561 8..Accept-Langua
0x0130: 6765 3a20 656e 2d75 732c 656e 3b71 3d30 ge:.en-us,en;q=0
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Ngrep, samma exempel

T 130.229.158.174:46886 -> 195.20.207.177:80 [AP]

GET / HTTP/1.1.

Host: www.henriknordstrom.net.

User-Agent: Mozilla/5.0 (X11; U; Linux x86 64; en-US; rv:1.9.2.13) Gecko/20110103
Fedora/3.6.13-1.fcl4 Firefox/3.6.13.

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%*;q=0.8.
Accept-Language: en-us,en;q=0.5.

Accept-Encoding: gzip,deflate.

Accept-Charset: IS0-8859-1,utf-8;q0=0.7,%*;q0=0.7.

Keep-Alive: 115.

Connection: keep-alive.
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wireshark

» Kraftfull analysator av natverkstrafik

o Paketniva

* Tolkar de flesta protokoll

* Foljer enskild

a TCP strommar

e Klarar SSL/T
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File

Wireshark exempel

Edit View Go Capture Analyze 5Statistics Telephony Tools

v | Expression...

S &l & BEE X gl Qc

FHter:[

Mo. Time Source Destination
6 0,004526 130.237.72.200 130.229, 158. 174
7 0.004810 130.229.158. 174 195, 20.207. 177
8 0,.007755 195.20, 207. 177 130.229, 158. 174
9 0.007821 130.229.158. 174 195, 20.207. 177

229.158.174

11 0.014478 195.

95,220,207, 177

20.207. 177

130.

Options: (12 bytes)
[SEQ/ACK analysis]

GET / HTTP/L.1\r\n

Host: www. henriknordstrom. netyrin

Help

7

Clear

== -

Apply

Protocol Info

DNS
TCP
TCP
TCP

TCP

Standard qu
46886 = htt
http > 4688
46886 = htt

http > 4688
[TCP Previo
[TCP Dup AC
[TCP Out-0f

o,

H

L

User-Agent: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.13) Gecko/20110103 Fed|_

0o40
Qos0
elelite]
elet]

() Hypertext Transfer Protocol (http...

03 Be

Packets: 54 Displayed: 54 Mark..
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Wireshark tcp exempel

Stream Content

GET / HTTP/L.1

Host: www.henriknordstrom. net

User-Agent: Mozilla/5.0 (X11; U; Linux x86 64; en-US; rv:1.9.2.13) Gecko/20110103 Fedora/3.6.13-1.fcl4 Firefox/3.6.13
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,6 */%*,;0=0.8

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;0=0.7

Keep-Alive: 115

Connection: keep-alive

HTTP/1.1 200 0K

Date: Thu, 24 Feb 2011 16:29:40 GMT
Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.12 with Suhosin-Patch
Content-Location: index.shtml

Vary: negotiate

TCN: choice

Accept-Ranges: bytes

Cache-Control: max-age=86400

Expires: Fri, 25 Feb 2011 16:29:40 GMT
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html; charset=utf-8

6d8
=<!DOCTYPE html
PUBLIC "-//W3C//DTD ¥HTML 1.0 Strict//EN"
"http://www.w3.org/TR/xhtml1/DTD/xhtml 1. dtd" = o

|Stﬁk|| Spara som || Skriv ut || Entire conversation (5650 bytes) = |'i:1' ASCIl C EBCDIC O Hex Dump O C Arrays @ Raw

' Hjalp ' Filter Out This Stream stang
| | I
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firebug

e Plugin for Firefox

» Kraftfull debugger

e HTML/CSS/Scrips/DOM/Net
* Net visar nattrafiken

* Browser trafik.
« Fangar ej Java/Flash egna klienter.
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Firebug exempel

Fle Edit WView History Bookmarks Tools Help

Go oip ¥ & .\ iy | (@) http://www.henriknordstrom.net | hd

*J~ rome-shell window ca@,

Mest bestkta~v [o Release Notes [ Fedora Project~ [ JRed Hat> [ Free Content~

« 2 Add-on Search Results for ... ¢ =% Firebug 2 |@ Henrik Nordstrém Consulting ¢ | e -
Henrik Nordstrom
1O —JJ e cOoornm
www. henriknordstrom.net
Home = - =
Contact Henrik Nordstrom Consulting ]
Credit card ) )
payment Your partner in Open Source software consulting
Documentation . - .
Downloads Provider of custom developments, bug fixing and support in
selected Open Source components such as
Personal
Links Squid HTTP Proxy
PGP Best of breed open-source HTTP proxy cache. Maintained by
yours truly. =]
#. i | & 2 | = |*| console HTML €SS Script DOM | Net~ A (=] )
xhr Clear Persist | |All HTML C55 S XHR Images Flash Media
URL Status Domain Size Timeline
+ GET www.henriknord 200 OFK henriknerdstrerm.net 3.1 KB i 18ms
+ GET style_print.css 200 QK henriknordstrorm.net 940 B | Sms
+ GET style_handheld.« 200 DK henrknordstrom.net 1.3 KB Bms
+ GET style.css 200 DK henriknordstrom.net 1.7 KB | 410ms
4 requests 7 KB 446ms (onload: 462ms)
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mitmproxy

 Man In The Middle Proxy server

o Specifik for HTTP/HTTPS

« Man In The Middle attack pa SSL/TLS
* Fake-CA
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Mitmproxy huvudbild

http://safebrowsing- cache.google. com/safebrowsing/rd/ChFnb29nLXBoaXNoLXN
oYXZhchAAGKEFCCCuhQgyBad4CAgAB
<- 200 application/vnd.google. safebrowsing- chunk, 395B
http://safebrowsing- cache.google. com/safebrowsing/rd/ChNnb29nLWlhbHdhcmU
tcZhhdmFyEAAYpYICILiCAIoHIoEAAP  BzIFJYEAAAE
<- 200 application/vnd.google. safebrowsing- chunk, 51B
http://safebrowsing- cache.google. com/safebrowsing/rd/ChNnb29nLW1lhbHdhcmU
tcZhhdmFyEAEYQUUCIILLAJIFgrIAAAE
<- 200 application/vnd.google. safebrowsing- chunk,
http: --JaTHhrnnJlnu clients.google. uum;Jachrnqung;dmwnlmads?client=na
2r=3.6 rer=2.Euwrkey=AHEgNiu5jQDGEEEJErHWIHEnlﬂEnEmpE
2nTWFPAQj LAQwp9NTUZRVSEVC - j ndgA==

<- IGB a;p11u3T1nn ”ﬂd.ﬂth_E.bﬁTHhFHquﬂﬂ update, 486B
http: r“':u.hwnrlhnnriJTrnm net/template/style. css

1.72kEB
nriknordstrom. net/ ‘template/style handheld. css
1. 26kE
http:/ nriknordstrom. net/ ‘template/style print. css
<- 2080 J 940B
http: / xw.hcnriknmrd5trﬁm.netf
<- 200 text/html, 3.06kBE

<- 200
http:/
<- 2080

[
L7 ]

=

[ ]
L7 ]
l'[ l..'l l'[ l..'l

=

L
'u

mitmproxy :8080
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Mitmproxy request

2011-062-24 18:04:23 http: //www. henriknordstrom. net/
2011-62-24 18:04:23 <- 200 text/html, 3.06kB
Request

text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8

x -1,utf-8;q=0.7,%;0=0.7

gzip,deflate

en-us,en;q=0.5

www. henriknordstrom. net

115

keep-alive

Mozilla/5.0 (X11; U; Linux x86 64; en-US; rv:1.9.2.13)
Gecko/20110103 Fedora/3.6.13-1.fcl4 Firefox/2.6.

mitmproxy :8080 tab: toggle view 7:help g:back [4]
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2011-62-24 18:04:23 -/
2011-02-24 18:04:23 < ext/html, 3.06kB
Response

byte

max-age=86400

| . shtml

rext/html; charset=utf-8

Thu, 24 Feb 2011 17:03:51 GMT

Fri, 25 Feb 2011 17:03:51 GMT

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.12 with

Suhosin-Patch
cholce
chunked
negotiate

<IDOCTYPE html
PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http: //www.w3.0rg/TR/Xxhtml1/DTD/ xhtml1l. dtd" =

<html=
<head=
mitmproxy :8080 tab: togole view 7:help q:back  [8]
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Tack for mig

Henrik Nordstrom
henrik@henriknordstrom.net

Mitmproxy

http://corte.si/projects.html
http://github.com/cortesi/mitmproxy
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